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1
Decision/action requested

It is requested to approve this new solution for the protection of the SQNHE during storage in UDR based on access control and the use of the OAuth 2.0 based authorization framework.
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References

[1]
3GPP TR 33.845 Study on storage and transport of 5G Core (5GC) security parameters for Authentication Credential Repository Processing Function (ARPF) authentication, version 0.6.0.

3
Rationale

This contribution provides a solution for Key Issue #8 'Protection of sequence number SQNHE during storage in UDR'. The solution is assuming that standard access control to the UDR and the use of the OAuth 2.0 based authorization framework is sufficient to protect the SQNHE in the UDR. During storage of the SQNHE value does not need to be encrypted.
4
Detailed proposal

START OF CHANGE 1

7.X
Solution #X: Access control for protection of SQNHE during storage in UDR
7.X.1
Introduction

This solution addresses key issue #8 on " protection of sequence number SQNHE during storage in UDR".
This solution is based on the observation that encrypted storage of the SQNHE value when stored in the UDR is not needed. Standard access control mechanisms are sufficient for protecting the SQNHE value during storage in the UDR.
For access by other NFs, the solution is based on the used of access tokens created using the OAuth 2.0 based authorization framework. The solution trusts these access tokens to protect SQNHE from retrieval by unauthorized NFs.
7.X.2
Solution details

The SQNHE value is protected during storage in the UDR via standard access control mechanisms (e.g. username/password, ACL lists, etc.). For access by other NFs, the OAuth 2.0 based authorization framework is used.
The OAuth 2.0 based authorization framework defined in TS 33.501 [2], clause 13.4.1, is being enhanced in Release 16 to support the generation and validation of authorization tokens, including authorization at resource level. This allows the possibility of generating OAuth 2.0 access tokens to restrict retrieval of AuthenticationSubscription data to UDM/ARPF NF type service consumers only, preventing unauthorised access by other NF types. Such access tokens can be required by the UDM/ARPF to access SQNHE.
7.X.3
Evaluation

For the use of the OAuth 2.0 based authorization framework, capabilities are used that are defined or planned to be defined in 3GPP specifications. This solution does not require (additional) changes to normative specifications. 
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